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I. PURPOSE

The Artificial Intelligence (AI) Use policy provides employees with guidance in the

appropriate use of AI tools and technologies in the service of the City. It aims to promote

ethical, secure, and efficient use of AI while mitigating risks related to privacy, security,

and compliance. Utilizing AI tools is permitted to enhance an employee’s work but is not

intended as a replacement for an employee’s successful completion of job tasks.

II. SCOPE

This policy applies to all employees, contractors, and supplemental staff using Al tools in

the performance of their duties in service of, to, or for the City. It serves as a guide for the

tools, techniques, and best practices in the use of AI and related software. It covers AI-

related activities, including but not limited to, data processing, marketing and advertising,

decision-making, automation, and communication.

Employees with questions about the use of AI tools and this policy are encouraged to

consult with their Department Director, the City Chief Information Officer or the

Information Technology Department Applications Manager.

III. GENERAL USE GUIDELINES

A. Approved AI Tools

1. Employees may only use City-approved AI tools. Approved AI tools include:

a) Grammarly

b) Canva

c) Edge / Co-Pilot

d) ChatGPT

e) Google BERT

2. Any AI tool not on the foregoing list must be approved by the Department

Director and the Information Technology (IT) Department before it can be

used.

3. Use of any AI tool must comply with the City's security standards to ensure

that AI solutions maintain the required levels of protection and undergo regular

security assessments.
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B. Transparency 

When AI is used, it must be disclosed, especially when used in decision-making 

affecting customers, residents, employees, publications, marketing, or external 

partners. If using Generative AI (a type of artificial intelligence that creates new, 

original content such as text, images, and other media) to organize, rephrase, or 

reword original work, citing AI is not required. 

C. Citing 

Generative AI use must be cited or disclosed whenever it has assisted in research 

or contributed to a human-centric approach to efficiency. If Generative AI aided in 

research efforts, cite the tool using the following format: “Name of Tool. Title of 

model version or company. Date used.” 

Example: 

ChatGPT. OpenAI 4o. March 2025 

D. Data Privacy 

AI usage must comply with all City data protection policies and relevant data 

privacy regulations. Personal or sensitive data shall not be processed using AI 

without prior consent from the individual or an authorized entity. When using 

approved AI tools, confidential or City information shall not be entered into the 

tools. Any information entered or generated by AI tools in response to a user's input 

may be considered a public record and subject to a public record request. 

Example 1: Do not use names or titles. Instead, use Employee "A" or Department 

"A." 

Example 2: Do not provide or list specific system information such as "Questica.” 

Instead, use keywords like "budgeting system.” 

E. Security 

AI tools are to be used only on secure devices and networks. Users must not expose 

AI to secure environments, which may lead to data breaches. 

F. Best Practices 

1. Use generic information rather than specific information or details. 

a) Examples: Questica, Individual Names, Policies, Procedures. 

2. The best results are obtained when you use several Generative AI tools to 

obtain the widest range of tools and datasets. 

3. Use a story to generate details, such as "I am a manager in a municipal 

government, and I need an RFP for ..." 

4. Upload a generic template such as a standard operations document, that can be 

used to generate new documents. 
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IV. ETHICAL CONSIDERATIONS 

A. Bias and Fairness 

Ensure that AI models used in decision-making do not produce discriminatory or 

biased outcomes. If bias is suspected in Al-generated outcomes, report it 

immediately to the Information Technology department via an Incident and Service 

request.   

B. Human Oversight 

AI tools cannot replace human judgment or be the basis for decisions, especially in 

critical areas such as hiring, performance evaluation, operations, finances, and 

legal. Human oversight is mandatory for assessing and drawing conclusions when 

considering AI-driven recommendations. 

C. Accountability 

Individuals are responsible for the outcomes generated by the AI they use. Users 

should regularly monitor and audit AI outputs to ensure accuracy and fairness. If 

there are situations where support is needed, please consult your supervisor or the 

Information Technology Department. 

V.  PROHIBITIONS AND COMPLIANCE 

A. Misuse 

Users are prohibited from using AI to engage in unethical activities, such as 

creating misleading or deceptive content, manipulating opinions, or automating 

activities.  Using AI for hacking, spreading malware, phishing, or any other activity 

designed to cause harm to the City or its stakeholders is strictly prohibited. 

B. Intellectual Property 

Any AI-generated content, data, or solution developed while working as a City 

employee is the intellectual property of the City. Users must respect copyright laws 

and intellectual property rights when using AI tools for creative or content 

generation purposes. 

C. Laws and Regulations 

Users must ensure that AI use complies with all applicable laws and regulations, 

including sector-specific legal requirements. Any legal violations related to AI 

usage may result in disciplinary action. 

D. Reporting Misuse or Violations 

Employees are expected to report any suspected misuse or violation of this policy 

to their supervisor, Department Director, the Human Resources Department, or the 

IT Department by submitting an Incident and Service Request. The Human 

Resources Department and IT Department will collaboratively investigate all 

reports and take necessary action. 
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E. Non-Compliance 

Failure to comply with policy may result in disciplinary actions, up to and including 

termination of employment. The City reserves the right to revoke access to AI tools 

if a user is found to be in violation of these guidelines. 

VI. TRAINING 

All users must undergo training provided by the IT Department on AI tools. AI Training 

will address the ethical use of AI tools, share how to identify potential AI-related issues in 

order to mitigate risk, and emphasize measures employees must take in order to adhere to 

City policy. The IT Department will provide regular updates and resources to help users 

stay informed of changes in AI technology, security protocols, and best practices. 

 

VI. APPROVAL 

 

This policy is approved by the Avondale City Manager Ron Corbin with an effective date 

of 07/14/2025.  


