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For over 10 years, Spot Migration has been the
go-to IT resource for America’s contractors.

Spot On Stories highlights innovative yet
completely practical IT protections that
averted crisis, proving the importance of a
totally secure operation.
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ELIMINATED TUWWO RANSOMWVARE
CRISES — without losing a single
file or paying a dime.

Their current and
former project files—
including $200 million
worth of contracts—
were protected.

According to
Sophos -
although 100%
recovery is
always the goal,
on average only
65% of data is
recovered in a
breach.

TRUE STOR

Q3 2025

S.J. Louis Construction, a national
contractor, previously relied on outdated
tape backup systems that were slow and
error-prone for restoring files.

When a ransomware attack struck their
Texas office, their file server was held
hostage - demanding a six-figure ransom.

But thanks to a modern hybrid backup
solution deployed via CTERA and their
current MSP, the IT team executed a full
rollback from cloud snapshots and restored
the system quickly.

All files were recovered, without paying
the ransom.
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A second ransomware strike followed
just days later - and they handled it
the exact same way - with zero
compromise of data or business
operations.

Q3 2025

$200M

Contract value data at risk
with one breach
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This is a powerful response. The average time FUR THIS TVPE UF
for restoration, if you had a backup, is 23 days.
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TAKES THE FALL

Consider the human consequences.
The real people left in the aftermath of a breach.




In the 2025 Sophos Ransomware Report cited earlier,
dire consequences are highlighted following a
breach, even if assets were recovered:

VIORE VIORE EXPERIENCGE
LEADERSHIP  LEADERSHIP  LERDERSHIP
PRESSURE ANXIETY REPLACEMENT


https://assets.sophos.com/X24WTUEQ/at/9brgj5n44hqvgsp5f5bqcps/sophos-state-of-ransomware-2025.pdf
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WHY YOU NEED A

Because cybersecurity isn’'t just about
firewalls and antivirus — it's about
protecting your livelihood in the same way
hard hats protect your crew.



FAST

365
M U " E s ACTIVE BREACH RISKS

Protect Your Projects, Clients, and Reputation

1.

2.
3.
4.

Multi-Factor Authentication (MFA)

Immutable, Off-Site Backups

Phishing Awareness Training

Company-Wide Password Manager

SPOT

MIGRATION



WHY THIS MATTERS SAFETY TIP

Keep the wrong people out, Require MFA for all project
even if they steal a password. management platforms,

financial systems, and

SAFETY FiRsy \“l |

client file storage — #

including vendor and

subcontractor logins.

VIULTI-FACTOR
AUTHENTICATION




Industry leaders advocate MFA as a
baseline control, especially where
cyber insurance is in play.

According to Architectural Digest,
without MFA, many insurers may
refuse coverage. Given average
ransomware demands have
ballooned to $3.5 million, this basic
defense is now non-negotiable.

FOR CONTRACTORS

Require MFA for accessing

PM tools, financial systems,
cloud storage, and email -
even for subs/vendors.

Opt for app-based or
hardware MFA over SMS for
stronger security.

Pair with a password
manager to streamline the
login experience across
tools.



WHY THIS MATTERS

If ransomware strikes, you
need a clean copy ready to

restore instantly.

2.

SAFETY TIP

Store unchangeable
backups in the cloud and
test restores quarterly to
ensure your safety net
actually works.




If ransomware strikes, only an
untouchable backup gives you a
recovery path - without paying a ransom.

Coalition Insurance reported a heavy civil
construction firm in 2024 suffered data
exfiltration via a compromised VPN.
Fortunately, their backups remained intact,
allowing them to restore operations
overnight and avoid paying the ransom.

FOR CONTRACTORS

Back up project files, CAD
drawings, contracts, and
compliance
documentation off-site
(cloud + air-gapped).

Regularly test restores -
this isn't a safety net unless
you know it works.

Quarterly drills ensure the
team can recover quickly
when time is money on the
jobsite.



WHY THIS MATTERS SAFETY TIP

Most breaches start with a Use short, real-world scenarios
click. Teach your people to (like fake change orders, ACH
spot the fakes. invitations, or shipping updates)

so employees learn exactly what
to watch for and how to report it.

3.

oGAM AWARENESS



Over 90% of breaches begin with
phishing or email compromise -
impacting operations instantly.

Interserve, a UK construction and services
company, suffered a massive breach
when an employee clicked on a phishing
email. Hackers then moved laterally
through outdated systems - creating a
£4.4M GDPR fine and £1IM+ in total costs.

FOR CONTRACTORS

Train teams to spot phishing that
mimics project templates: fake
change orders or vendor invoices.

Conduct periodic fake-phishing
tests and debrief with measurable
improvement.

Define a clear escalation path:
report to IT or leadership
immediately when something
seems off.



WHY THIS MATTERS SAFETY TIP

One weak password can Deploy a password manager

open the door to everything. so every employee and
subcontractor has strong,
unique passwords without

having to remember them.

COMPANY-WIDE




Shared and weak passwords are a
hacker's easiest entry point. A password
manager enforces strong, unique
passwords across all systems - without
burdening staff.

A study found that up to 25% of Office 365
and G Suite accounts were breached due
to IMAP-based password-spraying
attacks, where weak or reused credentials
were targeted in volume attacks

FOR CONTRACTORS

Roll out a password manager like
LastPass or Bitwarden to all
employees and subcontractors.

Enforce unique passwords for BIM
tools, finance systems, and vendor
portals.

Use shared vaults for project-
critical logins — no more "note on
the desk.”
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These 4 moves will
drastically improve your
protection — but every
construction firm has
unique blind spots.

Y YOU NEED

e

MIGRATION

Our Digital Safety Risk Assessment will:
v Scan for hidden vulnerabilities in your systems
v Review your vendor/subcontractor digital access

v" Deliver a tailored action plan to lock down your firm
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spotmigration.com

2222t THE IT EXPERTS

(512) 270-0200
Get a free Digital Safety LOCATIONS
Risk Assessment: Chicago | Dallas | Phoenix

Serving Employers Nationwide


https://spotmigration.com/quick-links/schedule-a-call/

